ADIA

AUSTRALIAN DATA AND INSIGHTS ASSOCIATION

ADIA

AUSTRALIAN DATA AND INSIGHTS ASSOCIATION

SMS sender ID register

Consultation on a draft industry standard and
proposed register operation

Australian Communications and Media Authority
(ACMA)

28 April 2025

Australian Data and Insights Association (ADIA)
PO BOX 635 Broadway NSW 2007
Ph: 0460 012 092 | ABN: 20 107 667 398
www.dataandinsights.com.au



http://www.amsro.com.au/

DIA

AUSTRALIAN DATA AND INSIGHTS ASSOCIATION

Attention: Silvia Superina
Scam Reduction
Australian Communications and Media Authority
PO Box 13112, Law Courts, Melbourne VIC 8010

Sent via email: sender |IDregister@acma.gov.au

Date: 28 April 2025

Re: Submission in response to the SMS sender ID Register: Consultation on a draft
industry standard and proposed register operation

1. ABOUT THE AUSTRALIAN DATA AND INSIGHTS ASSOCIATION (ADIA)

ADIA is the industry peak body for the market and social research industry. It has close to 90
member organisations and represents an industry that is responsible for over $4 billion annually in
economic activity representing over 5,000 personnel.

Our members service the majority of the top 200 ASX companies and almost all state and Australian
Government organisations. ADIA’s key mission is the responsible and ethical collection, storage and
analysis of personal and other data which can assist amongst other things, the nation’s planning for
future and current health programs, urban and regional planning, commuter transport, planning
based on demographic trends, private and public investment, education services and much other
public and private decision-making about future economic and social needs.

2. ADIA: ITS OPERATING ENVIRONMENT

ADIA recognises that its members have an ethical responsibility to collect, store, analyse and
transmit personal data with the highest level of care and due diligence. Public trust, which includes
both clients and consumers, is the critical lynchpin for our members.

ADIA therefore has taken significant steps to ensure that the community’s trust is protected through
several key commitments and mandatory requirements.

These include:

a) A privacy protection regime centred on a mandatory privacy code, the ADIA
Privacy (Market and Social Research) Code 2021 registered under s26U of the
Privacy Act 1988. This is the only industry privacy code registered under the
Privacy Act and is based on the only private sector Code first registered in 2003.

b) A suite of processes to support that Privacy Code such as the continuation of an
experienced Privacy Compliance Committee to provide advice, manage the Code
through its Administrator (ADIA), organise and provide training and privacy
awareness programs to ADIA members, survey and assist ADIA members with
privacy compliance and any incidental or ongoing problems with privacy related
issues and ensure that ethics and standards such as the global Market and Social
Research Industry 1ISO 20252:2019 are complied with.
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c) Regular reviews by the ADIA Privacy Compliance Committee of national and overseas
developments with APEC and the OECD and International Data Protection Commissioners as
well as ADIA quality assurance activities which have implications for privacy.

Further, as an industry association whose members rely on public goodwill to collect information,
and one whose members use SMSs including sender ID SMSs; to collect survey information, ADIA
has an interest in the creation of a safe SMS ecosystem that protects the rights and interests of
consumers and also allows our members to pursue their legitimate commercial interests. As such,
the creation of a ‘consumer safe’ SMS ecosystem would be highly beneficial to ADIA’s members and
is aligned with measures which ADIA has advocated for over many years (for instance the creation of
a government-controlled phone number ‘whitelist’) and obtaining access to the IPND (Integrated
Public Number Database).

ADIA is keen to remain involved in the ongoing development of the Sender ID register - in particular,
in relation to Sender ID naming conventions and the way in which industry associations, other
collective organisations or indeed unrelated entities are able to use the same Sender ID. We believe
shared use of Sender IDs may create potential efficiencies for our members. For instance, ADIA may
be able to register a Sender ID (e.g. ADIAsurveys) on behalf of our members - especially smaller
members who may be infrequent users of Sender ID SMSs. On the other hand, we also believe that
shared use of Sender IDs may have the potential to create arbitration issues and other unintended
consequences, as referenced in our response to Questions 13 and 14 below.

Below, for completeness we have provided responses to all 30 questions raised in the consultation
paper, even though some (related to telcos) have limited relevance.

3. SPECIFIC RESPONSES TO QUESTIONS POSED IN SMS sender ID register: Consultation on a draft
industry standard and proposed register operation

Question 1
Are there any other requirements that the participant application process should include?

The operating model should allow for individual research agencies to be registered entities or for
ADIA to act as a registered entity on behalf of our members. We believe the latter situation will

create cost efficiencies for our members, as well as enable ADIA to promote consistency and best
practice in how respondents are dealt with when receiving SMS/MMS messages with Sender IDs.

Question 2

Excluding overseas entities, will the requirement to cross-reference entities against the ABR
prevent or impede any sector of the Australian market that uses sender ID messages from
participating in the register?

No, ADIA has no objection to this provision. However, we note that some research agencies
subcontract despatch of SMS’s to 3rd parties.
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Question 3

Will requiring entity accounts to be set up/approved by entity representatives listed on the
ABR be a barrier to participation? If so, how can this be overcome without compromising the
registration requirements?

For account set up, we see no issue with this approach. However, for ongoing register
operations/contact large organisations are likely to have ABR listed representatives that may be very
senior and not involved in operational issues.

Question 4

Should the register only allow entities with an Australian presence (that is, an ACN and/or
ABN) to participate in the register? If yes, what would be the likely impact of disrupting
international messages that use sender IDs?

Some of ADIA’s members who are subsidiaries of global organisations may wish to use Sender ID for
global research work, which this may impede. This would create significant challenges for
completing such global research surveys using Sender IDs.

Question 5

Do you propose any alternative approaches to allow international entities to participate that
still meet the register objectives and do not compromise the effectiveness/security of the
register? For example:

¢ Could there be arrangements which allow an Australian telco or entity to act as a proxy
for an international entity for the purposes of the register?

¢ Should these arrangements be limited to certain types of international entities? If so,
which types?

¢ How would any such arrangements be secure and prevent bad actors from registering
sender ID associated with scam communications?

¢ Where should compliance obligations rest given the ACMA does not have jurisdiction
over foreign telcos or entities?

In these situations, a local subsidiary could act as a proxy for such international research.

Question 6

Do you support telco-initiated registration? Please explain your reasons.

If yes, is the ACMA’s proposed approach (where originating telcos initiate registration but
entities must confirm) suitable/workable?

ADIA supports telco-initiated registration.
Question 7
If you are an originating telco, do the instructions at Appendix B raise any issues for you?

Not applicable.
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Question 8
What types of circumstances or behaviour do you consider should cause the ACMA to
consider revoking an entity’s approval and how would the ACMA become aware of it?

This is a very broad topic. From ADIA’s perspective we would be keen to encourage our members to
act appropriately in relation to use of Sender IDs. We also believe it will be important to ensure that
where members of the public complain about receipt of ‘inappropriate’ SMSs, that a thorough
investigation takes place to ensure wrongdoing has occurred (as opposed to simply being activity
that has annoyed members of the public).

ADIA suggests that it (as well as other equivalent industry association bodies) may have a role to play
in helping to adjudicate complaints before reaching ACMA - similar to the role we currently play in
overseeing the market and social research privacy principles.

Question 9
Should any additional symbols (e.g. ‘Y ‘4 ‘%’ ‘?’) be permitted for sender IDs?

If possible, yes, as this will maximise naming flexibility.

Question 10
Should there be any other format limitations for sender IDs?

Not in our view. If it is possible extend the character limit beyond 11 characters, we believe this may
be beneficial in terms of creating greater flexibility.

Question 11
Should the register be case sensitive (that is, lowercase and uppercase letters are required
to match exactly)?

Not in our view.

Question 12
Should there be a limit on the number of sender IDs that can be registered by an entity? If
so, what should that limit be?

Not in our view.

Question 13
Do you agree that the same sender ID could be used by multiple entities, provided each
entity can establish a valid use case? Please explain your reasons.

Potentially, though this could create challenges. For instance, multiple organisations using a
‘Research’ Sender ID would mean that all such organisations may become ‘tainted’ by the bad
behaviour of any single user of the same Sender ID.

Australian Data and Insights Association (ADIA)
PO BOX 635 Broadway NSW 2007
Ph: 0460 012 092 | ABN: 20 107 667 398
www.dataandinsights.com.au



http://www.amsro.com.au/

DIA

AUSTRALIAN DATA AND INSIGHTS ASSOCIATION

We believe it is likely that multiple organisations may want to use the same Sender ID, so there
should be a mechanism to arbitrate use, which could result in the removal of some entities’
association with specific Sender IDs. We believe arbitrating which organisations or associations are
able to use specific Sender IDs may become a contentious issue that will therefore need to be
carefully thought through. For instance, easily recognisable/identifiable Sender IDs (“Research”)
could become commercially valuable which might create unintended consequences in creating a
commercial market for Sender IDs. In the example given, “Research” could be a Sender ID sought
after and used by multiple unrelated entities across different industries.

Question 14

Is the ACMA’s proposal to require sender IDs to be directly associated with an entity’s name
or a brand name workable? Do you agree this approach helps prevent the registration of
spoofed/misleading/deceptive/generic sender IDs? Please explain the reasons for your
response.

On balance, we believe this approach may create some significant issues that may be hard to
resolve. While we believe such a system would likely limit the creation of misleading Sender IDs and
may work well for individual enterprises, it may work much less well for industry associations, other
organisations which are collectives or unrelated entities which may want to use the same Sender ID.
For instance, if we understand the proposal correctly, ADIA members that might wish to use a
‘Research’ or ‘Survey’ Sender ID may not be able to do so because they do not have ‘research’ or
survey in their entity name.

We believe it may be difficult to anticipate all the ways in which organisations may wish to use
Sender IDs in the future, so believe it would be prudent for Sender ID naming conventions to be as
flexible as possible.

Question 15
What alternative measures could be taken to confirm an entity has a valid use case for a
sender ID?

This is not our area of expertise, however, given the number of potential use cases and types of
users of Sender IDs we believe manual/human assessment and validation will be required.

Question 16
Are there other circumstances where the ACMA should remove sender IDs from the register?

Removal for lapsed use, and subsequent ‘recycling’ of the Sender ID should be allowed for.

Question 17

Is within 24- (or 48-) hours after 11.59 pm on the day a sender ID is registered an appropriate
amount of time for telcos to update their systems with sender ID data? Would another period
be preferrable? Please provide detail to support your response.

In our view, yes.
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Question 18
Do you have any comments or concerns about how originating, transiting, and terminating
telcos are defined?

No.

Question 19

Are the proposed obligations for originating, transiting, and terminating telcos appropriate?
If not, what would prevent each type of telco from meeting the proposed requirements?
What exceptions should be included?

Not our area of expertise.

Question 20

The proposed model requires messages with sender IDs to only be sent, transited or
terminated by telcos participating in the register. Does this model pose any issues and, if so,
what, for:

o telcos

¢ EMSPs

e entities?

Assuming that participation for telcos will be mandatory, no.

Question 21

Is the proposal for terminating telcos to over-stamp unregistered sender IDs required and/or
supported? We are interested in views from across the sector, including those of terminating
telcos.

ADIA supports this measure.

Question 22
Does the solution overview proposed at Appendix A raise any issues for telcos?

Not relevant as we are not a telco.

Question 23

Noting that:

¢ the ACMA proposes only participating telcos can receive messages with sender IDs, and
¢ only Australian telcos can participate in the register,

should arrangements be implemented to allow the receipt of sender ID messages from an
international (and therefore non-participating) telco?
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For example:

¢ could an Australian telco who receives sender ID messages from international telcos be
considered an originating telco and be required to validate the sender ID (as set out in

the ‘Originating telcos’ section above)

*how would such an arrangement work? Are there any alternative approaches that would
meet the register objectives and would not compromise the effectiveness or security of
the register?

Not relevant as we are not a telco.

Question 24

The ACMA is proposing that only participating telcos will be permitted to send, transit and
terminate messages with sender IDs, which effectively blocks messages from non-
participating telcos. Should messages from non-participating telcos be over-stamped
instead? Please explain your reasons.

This is not our area of expertise. However, we foresee potential problems arising if telco
participation is not mandatory.

Question 25

Given the risks and benefits of over-stamping versus blocking, do you agree with the ACMA’s
graduated disruption approach - to initially over-stamp unregistered sender IDs and
subsequently consider blocking?

Are there other disruption options or transitional arrangements that should be considered?

Yes, ADIA supports a graduated approach.

Question 26
If unregistered sender IDs are over-stamped rather than blocked, what term should be used
- ‘Likely SCAM’, ‘unverified’, or something else?

‘Unverified’ - we believe this is more accurate.

Question 27

Is there any other information about the register telcos should be required to report to the
ACMA? Do telcos have a preference for how these reports should be provided, for example
automated or API reporting?

Not relevant as we are not a telco.

Question 28
Are there any obstacles to originating telcos collecting data on the annual volume of traffic
sent for each sender ID and providing this data to the ACMA?

Not relevant as we are not a telco.
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Question 29

Should any additional obligations for the register be included for specific/all participating
telcos for:

e reporting

e record keeping

¢ traceback

¢ complaints handling?

Not relevant as we are not a telco.

Question 30

Are the proposed staged implementation timeframes appropriate and achievable? If not,
what alternative approaches may be available, noting a standard must be made by 30 June
and commence in full by 15 December 2025?

Yes, subject to appropriate further stakeholder consultation taking place - especially in relation to
how sender IDs may be shared by different entities or collective organisations in general, and by
industry associations in particular.

We commend the ACMA on the efforts it has already made in developing a Sender ID register within
the context of the overall Scam Prevention Framework. ADIA and its members have aligned
interests with the legislative intent behind the SPF and we look forward to working with the ACMA
on the further development of a workable sender ID register model that minimises consumer harms
while creating an SMS ecosystem that supports the legitimate commercial interests of our members.

Please do not hesitate to contact ADIA if you have any queries in relation to our submission.

Yours sincerely,

Sarah Campbell Craig Young
Chief Executive Officer Government Relations Advisor
E: Sarah@dataandinsights.com.au E: Craig@dataandinsights.com.au
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